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Y pob6oTi momaHO pe3yabTaTH JOCHTIDKEHHS, CIPSIMOBAHOTO Ha IiABUIICHHS
€(eKTUBHOCTI TPOTHAIl 3JTOBMHUCHUM JisIM Yy KOPIOPAaTHBHUX MeEpekax ILISTXOM
VIOCKOHAJIGHHS apXITeKTypH Ta METOAiB (YHKIIOHYBaHHS OOMaHHUX CHCTEM 3
npumankamu 1 nactkamu (OCIIII). 3anponoHOBaHO OHOBJICHY apXITEKTYpPy TaKUX CHUCTEM,
y SIKIi CMHTE30BaHO MOMYJSIINHI aJTOPUTMHU, 30KpEMa aJIrOpUTM MOJI ¥ MOIyM’si, IO
3a0e3neuye onTuMizaiio (GOopMyBaHHS MOCIIJIOBHOCTEM KPOKIB y MpoOIEecl peami3alii
KOMIT FOTEpHUX arak 1 Jid 3JIOBMUCHOTO MPOrpaMHOrO 3a0€3Me4eHHs. 3aBISKH I[bOMY
JIOCSITAETHCSI YHUKHEHHSI IOBHOTO Mepe0opy MOXKIIUBUX BapiaHTIB, MPUCKOPEHHSI 301)KHOCTI
pillieHb M1 Yac AUHAMIYHUX 3MIH Yy CEpPEIOBHIII KOPHOPATUBHOI MEpEXi Ta BpaxyBaHHs
MOTEHIIIHOT 31aTHOCTI 37T0BMUCHUKIB 31HCHIOBATH JBOIIHOBI aTaKu.

VY nucepranii 3A11CHEHO aHaNI3 apXITEKTYpU CydyacCHUX OOMAaHHHMX CHCTEM, METO/IB
iX opranizaimii (QyHKIIOHYBaHHSI, METOJMIB BUSBJICHHS KOMIT'IOTEPHHUX aTaK Ta THIIIB
MONYJISILIMHUX alNrOPUTMIB, SIKI MOKYTh OyTH cuHTe30BaH1 B apxiTekTypi OCIIII. B po6orTi
npencrapiieHo apxitektypy OCIIII, B skiii CHHTE30BaHO AJITOPUTM MOJI 1 MOAYyM’sl JJis
MOKpAIIeHHS X (YHKIIOHYBaHHS 1]l Yac aTak, MOJAEII JBOLIILOBUX KOMII IOTEPHUX aTaK,
METOJI CHHTE3Y aJITOPUTMY JUCKPETHOI ONTUMI3aIli Mo i mosym’st B apxitektypi OCIIII,
meton opranizaiii pyukiionyBanss OCIIII B kopriopaTUBHUX MEpexax, METO]] BUSBICHHS
aTak B1JIMOBa B 00OCIIyrOBYBaHHI Y Mepe)kaxX Ha OCHOB1 CTAaTUCTUYHUX MMOKA3HUKIB, a TAKOX
pPO3p00JICHO BIAMOBIAHY OOMaHHY CHCTEMY, 3IIHCHEHO IOCTAaHOBKY CKCIICPHMMEHTIB Ta
IPOBEICHI JOCTIKEHHS 13 pO3pOOICHOI0 CHCTEMOIO.

006 ’exmom O0ocniddxcenHs € TIPOIeC opraHizailii 0OMaHHHX CHCTEM 3 NMPUMaHKaMH 1
MacTKaMHM I BUSBJICHHS KOMIT FOTEPHUX aTak Ta 3JI0BMHCHOTO TIPOTPaMHOTO

3a0€3Me4YeHHs B KOPIIOPATUBHUX MEPEKaAX.
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Ilpeomemom docniodicenHs € METOIM OpraHizallii OOMaHHUX CUCTEM 3 MPUMaHKaMH 1
NacTKaMHM JJii  BHSIBJICHHS KOMIT' IOTEPHUX aTak Ta 3J0BMHCHOTO MPOrPaMHOIO
3a0€3MeUeHHs B KOPIIOPATUBHUX MEPEkKaX.

Memoro nucepTaliiHOrO JOCHIJKEHHSI € TMOKpaIIeHHS MPOTU/Ili KOMI IOTEPHUM
aTakaM Ta 3JIOBMHCHOMY TMpPOTPaMHOMY 3a0€3MEYEHHI0O B KOPIMOPATUBHUX Mepexkax
IIUISIXOM OITHMI3allii KpOKiB OOMaHHUX CHUCTEM 3 MPUMaHKaMHU 1 MAacTKaMH 3a paxyHOK
CUHTE3Y MOMYJISAIIHHIX aIrOPUTMIB B IEHTPAX MPUHHATTS PIIICHb.

HayxoBa HOBM3HA OTpUMaHUX PE3YyJIbTATIB MOJISATAE B HACTYITHOMY:

1) yIOCKOHANIEHO apXiTeKTypy OOMaHHUX CHUCTEM 3 MPUMAHKAMU 1 TaCTKaMH, B SIKid
Ha BIAMIHY BIiJ BIIOMHUX BapiaHTIB apXiTEKTypH, 3AIMCHEHO CHUHTE3 TMOMYJIALIHHUX
QITOPUTMIB, 30KpEMa QJITOPUTMy MOJII 1 TOJyM’s, s oNnTuMmi3amii (QopMyBaHHA
MIOCJTITOBHOCTI HACTYMHHUX KPOKiB 1pu 3aiicHenHl KA Ta miit 3113, yHUKHEHHSI TOBHOTO
nepebopy BapiaHTIB, MIBUAKOI 301KHOCTI OOpaHMX KpPOKIB MPH TPUBAIOYMX BIUIMBAX Ta
3MIHU MOCIIJOBHOCTI KPOKIB 3 BpaXyBaHHSIM MOTOYHHUX 3MiH B OTOUYIOUOMY CEPEIOBHIIII
KOPIOPATUBHUX MEPEXK, a TAKOK BpaxyBaHHs MOTEHIIHHOT CIIPOMOKHOCTI 3TOBMUCHUKIB
10 3[1ACHEHHS 1BOULIbOBUX KA;

2) po3po0JICHO HOBHMI METOJ CHHTE3y aJTOPUTMY JAMCKPETHOI ONTHMI3alii Mol i
MOJIYM sl B apXITEKTypi 0OOMaHHUX CUCTEM 3 IPUMAaHKaMH 1 MaCTKaMHU, IKUH, Ha BIIMIHY BiJl
BIJOMHX, XapaKTepU3yeTbcs (QOPMYBAHHSIM JAUCKPETHOTO TPOCTOPY TMOMIIYKY 3
KOOPAWHATHUM TMOJIaHHSAM 00’ €KTIB, CHHTE30M CHIPAJIBLHOTO CHIiy Ha OCHOBI CEKTOPHOTO
OLIIHIOBAHHS MOTEHUIMHMX KPOKIB 1 KYTOBHUX XapaKTEPUCTUK, YPAXyBaHHAM 4Yacy SIK
napameTpa 3MiHM KPOKiB Ta IMHAMIYHUM MEPEMIIICHHIM MO i OJIyM’ sl ISl YHUKHEHHS
nepeayacHoi 301KHOCTI 10 JIOKAJIbHUX ONTUMYMIB, IO JaJi0 3MOTY PO3pOOJISITH OOMaHH1
CUCTEMH, 5IKI 3a0€3MeuyloTh JOBTOTpUBAJIC ¥ ajanThBHE (DYHKIIIOHYBAaHHS Yy MPOIEC]
OPOTU/IIT 37TOBMHUCHUKAM Y KOPIOPATHBHUX MeEpekax 3a PaxyHOK 3MIHM KpPOKIB st
OTIPAIFOBAHHS MOIIH;

3) po3pobIcHO HOBUM METOA oOprasizamii (QyHKI[IOHYBaHHS OOMaHHHX CHCTEM 3
MpUMaHKaMH 1 MacTKaMu B KOPIIOPATUBHUX MEpekax, B IKOMY Ha BIAMIHY BiJl BI/IOMUX, B
apXITEKTypl OOMaHHUX CUCTEM CHHTE30BAHO MOMYJIALIIHI aJrOPUTMH, 30KpEMa aJIrOPUTM
MOJII 1 TOJyM’sl, IJsi 3A1ACHEHHS HUMU BHUOOpPY HACTYNMHHUX KPOKIB JIJIi YHUKHEHHS
peaizalii 3JI0BMUCHUKAMH JBOIIJILOBUX aTak, IO JIa€ 3MOT'Y YHUKATH TTOBHOTO Mepedopy

BapiaHTIB 3 MOXJIMBUX KPOKIB, IIBUAKOI 301KHOCTI OOpaHMX KpPOKIB IPH TPUBAIOUMX
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BILJIMBAX Ta 3MiHY MOCIIJIOBHOCTI KPOKIB 3 BpaxyBaHHSIM MOTOYHUX 3MIH B OTOUYIOUOMY
CEPEeNIOBHUILIl KOPIOPATUBHUX MEPEXK Ta YCKIAJHIOE JIi 32 paXyHOK MPUUHATTS PIllIeHb Ha
OCHOBI TIOMYJIAIIMHUX aJITOPUTMIB 3 MOXKJIMBICTIO CAMOCTIHHO OJIOKYyBaTH a00 aKTUBYBATH
CepBEpH YK KOMIT IOTE€PHI CTaHIIi1, IPUMAHKHU Y MMACTKH 1] 4aC BCTAHOBJIEHHS MOTEHLIIMHO
3JI0BMHUCHHX BILJIUBIB B KOPIIOPATUBHUX MEPEKAX;

4) po3p0o0JICHO HOBHI METO/] BUSIBJICHHS aTaK BiIMOBH B OOCITyTOBYBaHHI y MepeKax
HAa OCHOBI CTAaTUCTMYHUX TMOKAa3HUKIB, SKUI Ha BIAMIHY BiJ BIJOMHX, Oa3yeTbcs Ha
OOYHCIIEHH] CTATUCTUYHUX O3HAK MepexHoro [P-tpadiky npu po36UTTI MOTOKY MaKeTiB Ha
YacoBi BiKHA, 1 BCTAHOBJIOE JWHaAMIYHI 3MiHM TpadiKy Ha PiBHI BChOTO aHAJ130BaHOTO
mepiomy, IO JO3BOJSE IMIJBHINATHA JOCTOBIPHICTH BHUSBICHHS aTak BiMOBa B
00CITyrOByBaHHI.

[TpakTHuHE 3HaU€HHS OTPUMAHUX pe3yibTaTiB. Po3pobieHo oOMaHHY cUCTEMY 3
npuMaHkamMu 1 mactkamu Juisi BusBieHHs KA ta 3[13 B KopmopaTMBHHX Mepexkax,
OCOOJIMBICTIO SIKOT € MPUMHSTTS B HIH PIIICHb II0JI0 HACTYITHUX KPOKIB Ta X KOPUTYBAHHS
3 BHUKOPUCTAHHSAM aJTOPUTMYy JUCKPETHOI ONTHUMI3allii MOJII 1 TOJyM’sl, a TaKOX
IMIUIEMEHTALIEI0 B 1i KOMIOHEHTAaX METO/AY BUSBJICHHS KOMII' IOTEPHUX aTak Ha OCHOBI
aHaI3y 1X CTaTUYHUX MMOKA3HUKIB.

CuHTEe3 NONyJIALINHUX aIrOPUTMIB B apXITEKTypl OMaHHUX CUCTEM JJIsl MIPUAHSATTS
HUMH pIilIeHb JaB 3MOTY (hOpMyBaTH MOCIIJOBHOCTI KPOKIB CUCTEM Tak, 00 3arulyBaTu
3JI0BMUCHHKIB ITpH npoBeaeHH1 KA. Takox, B MpoIeci CUHTE3Y aJITOPUTMY MOJI1 1 TOTYyM st
B apXITEKTypy OOMaHHHUX CUCTEM OyJio 3/1IIMCHEHO PO3POOJIEHHS HOTro KPOKIB Ta ajarnTailii
JUISL peaizailii caMe i 3a7a4 AUCKPETHOI ONTHUMI3allii, III0 € OCHOBOIO ISl 31MCHEHHS
aHAJIOTTYHHMX KPOKIB B MPOIIEC] JAeTami3amiil 1HIHX TOMYJISIIHNHAX aIrOPUTMIB HATXHEHHUX
’KHUBOIO MPUPOJIOIO.

3a pe3ynbTaTaMu MPOBEJIEHUX EKCIEPUMEHTAIbHUX JOCTII)KEHb BCTAHOBIICHO, 110
po3pobiena OCIIII 3a6e3neuye KopeKTHE PYHKIIIOHYBaHHS B YMOBaX JMHAMIYHOI 3MIHU
OTOYYIOUOTO CEpelOBUIa KOPHOPATUBHUX MEPEXK, €(PEKTUBHE 3aTyyeHHS MPUMAHOK 1
MACTOK JIJIsI BUKOHAHHS 33]1a4 BUSBIICHHS 1H(GIKOBAaHUX IIPOTPaM, a TAKOK BUOIP HACTYITHUX
KPOKIB JJIs1 BUKOHAHHSI.

TeopernuHi Ta MpakTH4YHI pe3ysbTaTH AOCTIKeHHs BrpoBamkeHi B TOB «Nolt
technologies» (M. Xmenbuunpkuii, AKT Big 16.02.2026), TOB «ITT» (M. XMeIbHUIIBKUI

Akt Big 16.02.2026), a TakoX, B OCBITHROMY Mpolieci XMEIbHUIIBKOTO HAI[lOHAIBHOTO
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yHiBepcuteTy (AKT Bix 25.02.2026) npu BUKIagaHHI IUCIUILTIH Ha Kadeapi KOMIT I0TEpHOT
1HKeHepii Ta 1HOpMaLIMHUX cUcTeM I 3700yBadiB cremnianbHocTi F7 KoM’ rotepHa
IHKEeHepisi, 30KkpeMa B Kypcax «besmeka Ta 3aXHCT KOMITIOTEPHUX CHUCTEMY,
«MojentoBaHHsT Ta METOAM ONTHUMIi3alili B HAYKOBUX Ta EKCHEPUMEHTAIbHHUX
TOCITDKeHHAX», «MeToonorii 3a0e3nedyeHHs] SKOCTI, HaJIMHOCT1, TapaHTO3/IaTHOCTI Ta
Oe3MeKu KOMIT IOTEPHUX CHCTEM Ta MEpPEeX» Ta B OCBITHIM mpoliec y 001 BIHCHKOBO-
CHeIaIbHUX JUCHUIUIIH Jpyroi kadeapu Jlpyroro HaBYalbHO-HAYKOBOTO IHCTUTYTY
Boennoi akanemii imeni €srenis bepesnska (AxT Big 18.12.2025), siki BUKOpUCTaHI NpU
YAOCKOHAJICHI HaBYAJIbHO-IA00PaTOPHOTO KOMILIEKCY.

VY BCTYIIl IPECTaBICHO OOTPYHTYBAaHHS aKTyaJIbHOCT1 HAyKOBOT 3a/1a4i, 110 MOJISTae
y MiABUIICHHS €(QEKTUBHOCTI MPOTUAIl 3JIOBMUCHUM [IiSIM Yy KOPIIOPAaTUBHUX MeEpexax
IUIIXOM YJOCKOHAJICHHsS apxiTekTypu Ta MetoiiB ¢yukmionyBanus OCIIII. Baxmusum
HAMPSIMKOM JIOCIII[PKEHb BU3HAYEHO OOMAaHHI CHUCTEMH, PIIIEHHS B AKUX (OPMYIOThCA Ha
OCHOBI MOMYJIAIIAHUX anropuTMiB. [Ipo1IeMOHCTPOBAHO 3B’ 130K TEMATUKHU JOCIIHKEHHS 3
HaMpsIMKaMH HAyKOBUX JOCIIHDKEHb HAYKOBIIIB 3 I1€1 TEMATHKH, MPEACTABICHO OCHOBHI
HAyKOBl pe3yJbTaTh POOOTH, iX MpaKTUYHE BUKOPHUCTAHHS, MEPENIK MiANPUEMCTB Ta
YCTaHOB, B SIKUX BIPOBA/KEHO PE3yJIbTAaT POOOTH.

VY nepiioMy po3iii TPOBEAEHO aHalli3 MPEIMETHOT 00J1aCTi JOCHIKEHHS, ICHYIOUUX
0OMaHHHMX CHCTEM, MPUMAHOK 1 MAaCcTOK, METOMIB, IO 3aCTOCOBYIOTHCS IS BHUSBIICHHS
KOMIT FOTEPHHUX aTak Ta 3I0BMUCHOTO MporpaMHoro 3abesneueHHs. [IpoananizoBaHo tumm
MONYJISILIMHUX aJTOPUTMIB Ta iX 0COOJIMBOCTI.

VY npyromy po3auii po3poOJeHO MOJIENi IBOIILOBUX aTak Ha KOPIOPATUBHI MEPXKi
Ta 3aMpoNOHOBaHO yaockoHayeHy apxitekrypy OCIIII, B axiii Ha BiAMIHY BiJ BiJIOMHUX
BapiaHTIB apXITEKTYpH, 3A1MCHEHO CUHTE3 MOMYJISAIIMHUX aITOPUTMIB, 30KpeMa aJrOpUTMy
MOJII 1 TMOJyM s, JJisg onTumizailii (GopMyBaHHS MOCIIIOBHOCTI HACTYIMHUX KPOKIB MpHU
sniicaerH1 KA Tta niii 3113, yHHUKHEHHS MOBHOTO nepe0opy BapiaHTiB, MIBUIKOI 301)KHOCTI
oOpaHuX KPOKIB MPY TPUBAIOUUX BIUIMBAX Ta 3MIHY MOCIIIIOBHOCTI KPOKIB 3 BpaxXyBaHHSIM
MOTOYHUX 3MIH B OTOUYIOUOMY CEPEIOBHUII KOPIMOPATUBHUX MEPEK, a TAKOX BpaxyBaHHS
MOTEHIIMHOI CIIPOMOXHOCTI 3JIOBMUCHUKIB JI0 3/IIMCHEHHS TBOLLTHOBUX KA;

Y TperboMy poO3IUIl MPEACTABICHO PO3pOOJIEHUN METOA CHHTE3Y JUCKPETHOTO
aNrOpuUTMy MOJI M TOyM’sl, IKMI BiAPIZHAETHCA (POPMYBAHHSAM AUCKPETHOTO MPOCTOPY

MOIIYKY, KOOPAMHATHUM TOJIaHHSIM 00’ €KTIB, BUKOPUCTAHHSM CEKTOPHOTO OI[IHIOBAHHSI
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MOTEHIIMHUX KPOKIB, MTOOYI0OBOIO CIIPAIBLHOIO CIIITy Ta YpaxyBaHHSIM Yacy sIK mapameTpa
3MIHM KpPOKIB. 3alpolOHOBaHE JAWHAMIYHE MEPEMINICHHS MOJ1 Ta MOJIyM s JO03BOJISIE
YHUKATU TepeadacHoi 301’KHOCTI JI0 JIOKAJIbBHUX ONTHMYMIB 1 3a0e3neuye JTOBroTpHUBaje
ajanTUBHE (PYHKIIOHYBaHHS OOMaHHHMX CHCTEM 3a pPaxyHOK pallioHaJbHOTO BHUOOPY
MOCJIIJOBHOCTEH KPOKIB ITiJ Yac OIpalfoBaHHs Mofii. Takox, mpeacTaBIeHO po3poOIeHUH
MeTOJl opraxizaiii (yHKIIOHYBaHHS OOMaHHUX CHCTEM y KOPIIOPATMBHUX Mepexkax, y
MeXax SIKOTO TOMYJSIINAHI alrOpUTMU 3a0€3MeUyI0Th ABTOHOMHUN BUOIp MOJANBIINX i
0OMaHHHUX KOMIIOHEHTIB 3 ypaxyBaHHSM 3MiH y MEpeKHOMY cepenoBuili. e mae 3mory
YCKJIQIHIOBATH JiSJIBHICTh 3JIOBMUCHHUKIB, 3armo0Oiratd peamizailii JBOIITLOBUX aTak,
¢dopmyBatu pilieHHs1 0e3 MOBHOTO TMepedopy BapiaHTIB Ta aBTOMAaTUYHO aKTUBYBAaTH a0o
OJIOKYBaTH CEpBEPH UM CTAHIIII 3aJI€KHO BlJl XapaKTepy BUSBJICHUX BILIMBIB.

VY yeTBepTOMY PO3/1II MPEACTABICHO PO3POOJICHUN METO/1 BUSIBIICHHS aTak BIIMOBA
B 00CITyrOBYBaHHI, SIKMI IPYHTYETHCS HA aHaJ131 CTATUCTUYHUX XapaKTEPUCTUK MEPEKHOTO
Tpadiky, 10 GOPMYy€ETHCS TIPH MO1II1 MOTOKY MAKETIB Ha YacoBl BikHa. MeTo 3abe3reuye
BIJICTeKEHHSI JUHAMIKM 3MiH Tpadiky Ha piBHI BChOI'O JOCIIJKYBAaHOTO MEpIOAy Ta
1JIBUIIY€ JJOCTOBIPHICTD 1 OTIEPAaTUBHICTH BUsIBJIEHHS aTak Tuiy Denial of Service. Takox,
OTIMCaHO PO3pO0JIeH] MPOrpaMHi YaCTUHW OOMaHHHUX CHCTEM, OCOOIMBOCTI iX peaizarlii Ta
BUKOpPHUCTaH1 O10Ji0oTeKH sl 1X peaiizaiii, 10 3a0e3neuyloTh Mpaie3aaTHICTh
peanizoBaHoi cuctemu. [IpeAcTaBieHO TPOBENEHI EKCHEPUMEHTH, OI[IHIOBaHHS
e(eKTUBHOCTI OOMaHHO1 CUCTEMH, IIPOBEJICHO aHali3 3 OTPUMAHUX PE3YJIbTATIB.

VY BHCHOBKax TMpEACTaBICHO OTpPUMaHI HAyKOBI Ta MPaKTU4YHI PeE3yJIbTaTH
MPOBEJICHOTO JTOCTIIKEHHS.

VYV nopgaTkax TpencTaBleHO HAayKOBlI myOuikailii, B SKHUX BiJIOOpa’k€HO HAayKOBI1
pe3yiabTaTH poOOTH, aKTH BIIPOBAKEHHS PE3yibTaTIiB POOOTH, JICTUHT PO3POOJIECHOTO
IPOrpaMHOTO 3a0€3MeYEHHS.

KitouoBi cnoBa: KOMIT FOTEpHI CHUCTEMH; KOPIOPATHUBHI MEPEXi; KOMIT IOTEpHI
CTaHIlli; 0OMaHHI CUCTEMU; MOMYJIALIIHI AITOPUTMHU; AJITOPUTM MOJIL 1 MOJTYM’sI; TIACTKa;
MpUMaHKa;, 3JIOBMHCHE TMporpamMHe 3a0e3MeuUeHHs; KOMIT IOTepHI aTakh, CHCTEeMH

BHUABJICHHSA BTOPIrHCHD, apXiTeKTypa CHCTECM.



ANNOTATION

Drozd A.l. Methods and systems for detecting computer attacks in corporate networks
based on population algorithms. — Qualifying scientific work on manuscript rights.

Dissertation for obtaining the scientific degree of Doctor of Philosophy in the field of
knowledge 12 Information technologies in the specialty 123 Computer engineering. —
Khmelnytskyi National University, Khmelnytskyi, 2026.

The paper presents the results of a study aimed at increasing the effectiveness of
countering malicious actions in corporate networks by improving the architecture and
methods of operation of deceptive systems with baits and traps. An updated architecture of
such systems is proposed, in which population algorithms are synthesized, in particular, the
moth and flame algorithm, which ensures optimization of the formation of sequences of
steps in the process of implementing computer attacks and actions of malicious software.
Thanks to this, it is possible to avoid a complete search of possible options, to accelerate the
convergence of decisions during dynamic changes in the corporate network environment,
and to take into account the potential ability of attackers to carry out dual-purpose attacks.

The dissertation analyzes the architecture of modern deception systems, methods of
organizing their operation, methods of detecting computer attacks, and types of population
algorithms that can be synthesized in the architecture of deception systems with decoys and
traps. The work presents the architecture of deception systems with baits and traps, in which
the algorithm of moth and fire is synthesized to improve their functioning during attacks,
models of dual-target computer attacks, the method of synthesis of the algorithm of discrete
optimization of moths and flames in the architecture of deception systems with baits and
traps, the method of organizing the functioning of deception systems with baits and traps in
corporate networks, the method of detecting denial of service attacks in networks based on
statistical indicators, as well as a suitable cheating system was developed, experiments were
set up and research was conducted with the developed system.

The object of the study is the process of organizing deceptive systems with baits and
traps to detect computer attacks and malicious software in corporate networks.

The subject of the study is methods of organizing deceptive systems with baits and
traps for detecting computer attacks and malicious software in corporate networks.

The aim of the dissertation research is to improve countermeasures against computer
attacks and malicious software in corporate networks by optimizing the steps of deception
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systems with decoys and traps due to the synthesis of population algorithms in decision-

making centers.

The scientific novelty of the obtained results is as follows:

1) the architecture of deception systems with decoys and traps has been improved, in
which, in contrast to known architectural options, the synthesis of population algorithms, in
particular the moth and fire algorithm, has been carried out to optimize the formation of the
sequence of the next steps in the implementation of KA and malicious software actions,
avoiding a complete search of options, rapid convergence of the selected steps with ongoing
influences and changing the sequence of steps taking into account current changes in the
surrounding environment of corporate networks, as well as taking into account the potential
ability of attackers to carry out dual-purpose KA;

2) a new method of synthesis of the discrete moth and flame algorithm in the
architecture of decoy systems with decoys and traps has been developed, which, unlike the
known ones, is characterized by the formation of a discrete search space with a coordinate
representation of objects, the synthesis of a spiral trail based on the sectoral evaluation of
potential steps and angular characteristics, taking into account time as a parameter of step
change and dynamic movement of the moth and flame to avoid premature convergence to
local optima, which made it possible to develop deceptive systems that ensure long-term
and adaptive functioning in the process of countering intruders in corporate networks by
changing the steps for processing events;

3) a new method of organizing the functioning of deception systems with baits and
traps in corporate networks has been developed, in which, unlike the known, the architecture
of deception systems synthesizes population algorithms, in particular the moth and fire
algorithm, for their selection of the next steps to avoid the implementation of dual-purpose
attacks by criminals, which makes it possible to avoid a complete selection of options from
possible steps, rapid convergence of the selected steps with ongoing influences and a change
in the sequence of steps taking into account current changes in the surrounding environment
of corporate networks and complicates actions due to decision-making based on population
algorithms with the ability to independently block or activate servers or computer stations,
baits or traps during the establishment of potentially malicious influences in corporate
networks;
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4) a new method of detecting denial-of-service attacks in networks based on statistical
indicators has been developed, which, unlike the known ones, is based on the calculation of
statistical characteristics of network IP traffic when dividing the flow of packets into time
windows, and establishes dynamic changes traffic at the level of the entire analyzed period,
which allows to increase the reliability of detection of denial of service attacks.

Practical significance of the obtained results. A deceptive system with decoys and
traps has been developed for the detection of KA and malicious software actions in corporate
networks, the feature of which is decision-making in it regarding the next steps and their
adjustment using the algorithm of discrete optimization of moths and flames, as well as the
implementation in its components of the method of detecting computer attacks based on the
analysis of their static indicators.

The synthesis of population algorithms in the architecture of deceptive systems for
their decision-making made it possible to form a sequence of steps of the systems in such a
way as to overwhelm the attackers during the execution of the KA. Also, in the process of
synthesizing the moth and flame algorithm into the architecture of deceptive systems, its
steps were developed and adapted for implementation specifically for discrete optimization
problems, which is the basis for implementing similar steps in the process of detailing other
population algorithms inspired by living nature.

According to the results of experimental studies, it was established that the developed
deception system with baits and traps ensures correct functioning in the conditions of
dynamic changes in the surrounding environment of corporate networks, effective
involvement of baits and traps to perform the tasks of detecting infected programs, as well
as the selection of the next steps for implementation.

The theoretical and practical results of the research are implemented in "Nolt
technologies" LLC (Khmelnytskyi, act dated 18.02.2026), ITT LLC (Khmelnytskyi, act
dated 16.02.2026), as well as in the educational process of the Khmelnytskyi National
University (Act dated 25.02.2026) in the teaching of disciplines at the Department of
Computer Engineering and Information Systems for students of the F7 Computer
Engineering specialty, in particular in the courses "Security and protection of computer
systems", "Modeling and optimization methods in scientific and experimental research™,
"Methodologies for ensuring the quality, reliability, warranty and security of computer
systems and networks" and in the educational process in the block of military special
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disciplines of the second department of the Second Educational and Scientific Institute of
the Yevgeny Bereznyak Military Academy (Act dated 18.12.2025), which were used in the
improvement of the educational and laboratory complex.

The introduction presents the justification of the relevance of the scientific task, which
consists in increasing the effectiveness of countering malicious actions in corporate
networks by improving the architecture and methods of functioning of deceptive systems
with baits and traps. Deception systems, in which solutions are formed on the basis of
population algorithms, are defined as an important area of research. The connection of the
research topic with the directions of scientific research of scientists on this topic is
demonstrated, the main scientific results of the work, their practical use, the list of
enterprises and institutions in which the results of the work are implemented are presented.

In the first chapter, an analysis of the subject area of research, existing deception
systems, decoys and traps, methods used to detect computer attacks and malicious software
is carried out. The types of population algorithms and their features are analyzed.

In the second chapter, models of dual-target attacks on corporate targets are developed
and an improved architecture of deception systems with baits and traps is proposed, in
which, in contrast to known architecture options, a synthesis of population algorithms, in
particular the moth and fire algorithm, is carried out to optimize the formation of the
sequence of the next steps in the implementation of KA and malicious software actions,
avoiding a complete search of options, rapid convergence of the selected steps with ongoing
influences and changing the sequence of steps taking into account current changes in the
environment of corporate networks, as well as taking into account the potential ability of
attackers to carry out dual-purpose KA.

The third chapter presents the developed method of synthesis of the discrete moth and
flame algorithm, which is distinguished by the formation of a discrete search space,
coordinate representation of objects, the use of sectorial evaluation of potential steps, the
construction of a spiral trace and taking into account time as a parameter of step change.
The proposed dynamic movement of moths and flames avoids premature convergence to
local optima and ensures long-term adaptive functioning of deception systems due to the
rational selection of sequences of steps during event processing. Also, a developed method
of organizing the functioning of deception systems in corporate networks is presented,
within which population algorithms provide autonomous selection of further actions of
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deception components, taking into account changes in the network environment. This makes
it possible to complicate the activities of attackers, prevent the implementation of dual-target
attacks, form solutions without exhaustively sorting out options, and automatically activate
or block servers or stations depending on the nature of the detected impacts.

The fourth chapter presents the developed method of detecting denial of service
attacks, which is based on the analysis of statistical characteristics of network traffic, which
is formed when the packet flow is divided into time windows. The method provides tracking
of the dynamics of traffic changes at the level of the entire investigated period and increases
the reliability and efficiency of detection of Denial of Service attacks. Also, the developed
software parts of cheating systems, the peculiarities of their implementation and the libraries
used for their implementation, which ensure the functionality of the implemented system,
are described. The conducted experiments, evaluation of the effectiveness of the cheating
system, and analysis of the obtained results are presented.

The scientific and practical results of the conducted research are presented in the
conclusions.

The appendices present scientific publications that reflect the scientific results of the
work, acts of implementation of the results of the work, and a listing of the developed
software.

Keywords: computer systems; corporate networks; computer stations; deception
systems; population algorithms; moth and flame algorithm; trap; lure; malicious software;
computer attacks; intrusion detection systems; systems architecture.
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